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Reference Materials
Activity Overview – A Short History of User Roles
IQCS security is roles and permission-based. Who and what the user is able to see and do in IQCS is based on their roles and permissions. 

A role defines what page(s) the user can see.

· What menus you see are set at the role.

· What tabs appear when you access a component are set at the role.

A role defines what actions a user can perform on the page(s).

‘User Actions’ include:

1.
Display Only (no data changing or manipulating)

2.
Add rows (to add new data or history)

3.
Update/display rows/pages 

4.
Correction (to change or correct existing data)

A role defines what fields a user can see and/or transact on the page(s).

A permission list determines WHO the IQCS user may transact upon.

· Permission to access an employee's records is usually restricted to records of the organization code to which the user belongs. 
· A person MAY be authorized to see and/or transact upon other agency (ies’) employees' records, but only with specific approval of the agencies and organizations involved.

· Session enrollment is not restricted to only those employees within your permission list.
They both come together, when an IQCS User ID is assigned to a user, 


1) a Permission List is assigned that identifies WHO can be seen, 


2) a Role, or many Roles, is assigned that identifies WHAT pages can be seen.  

Therefore, this defines what tasks can be performed for a defined group of employees.  (e.g. An Account Manager can initiate a taskbook but a Certifying Official must certify the taskbook)

You are assigned a single User ID and your own password to log in and see every page, field, menu, and component as identified by your list of roles. 

User Roles
	User Activities Online in IQCS (restricted to authorized organizations)
	Account Manager

	Create/Add Employees and Non-employees (instructors, students from non-IQCS agencies, EFF or Casual hires, for training administration)
	Yes

	Update Personal Info for account membership
	Yes

	Create/Add Incident data to Incident Data table
	Yes

	Input Incident experience directly to employee/account member files
	Yes

	Input training completion directly to employee/account member files
	Yes

	View training history for an individual
	Yes

	View experience history for an individual account member
	Yes

	View/print employee Master Record for account members
	Yes

	View employee Incident Qualification Card screens
	Yes

	Document Position Task Book initiation for account members
	Yes

	Document “position performance” assignments (ie: Task Book evaluation records for individual account members)
	Yes

	Select Incident Qualifications for account members on the Incident Qualification Card and print the card
	Yes

	Run all relevant reports
	Yes

	Document Position Task Book certification for account members
	If delegated

	Change qualification status of an employee in the account (nee ‘override’)
	If delegated

	Certify Positions to print on the Incident Qualification Card
	If delegated

	Manually assign position or training competencies to responders (account members’) records
	If delegated

	Enroll account members in local training events (fitness testing, locally sponsored—“in house”—courses)
	Yes

	Perform course ‘session administration’ duties to complete training (fitness, included) documentation to account members’ records automatically
	Yes

	Set up local training sessions for the purpose of session administration for account members
	Yes

	
	

	User Activities Online in IQCS
	Training Officer

	Create/Add Non-Employees (instructors, students, EFF or "Casual" responders)
	yes

	View Training History for an individual (restricted to incumbent’s organization)
	yes

	View Experience History for an individual (restricted to incumbent’s organization)
	?

	View Employee Master Record (restricted to incumbent’s organization)
	?

	Select Trainees from approved nominees (universal access—nationwide)
	yes

	Set up Course Sessions (for incumbent’s training center)
	yes

	Set up Course Schedule (for incumbent’s training center)
	yes

	Workforce Analysis--crunching
	yes

	Run Reports relevant to the user role
	yes

	Review/Approve Nomination forms
	review only

	Enroll students
	yes

	
	

	User Activities Online in IQCS (restricted to incumbent’s organization)
	Certifying Official

	View Training History for an individual
	yes

	View Experience History for an individual
	yes

	View Employee Master Record
	yes

	View Employee Incident Qualification Card screen(s)
	yes

	Document Position Task Book certification for individual
	yes

	Select Incident Qualifications for IQC
	yes

	Change qualification status of an employee (override)
	yes

	Certify Positions to print on IQC
	yes

	Run Reports relevant to the user role
	yes

	
	

	User Activities Online in IQCS

(restricted to incumbent’s organization)
	Training Coordinator

	Create/Add Non-Employees (instructors, students, EFF or "Casual" responders)
	yes

	Input Training Completion to employee files (through training administration)
	yes

	View Training History for an individual
	yes

	View Experience History for an individual
	?

	View Employee Master Record
	?

	Set up Course Sessions
	yes

	Run Reports relevant to the user role
	yes

	Review/Approve Nomination forms
	review only

	Enroll students
	yes

	Set up Course Schedule
	if delegated

	
	

	User Activities Online in IQCS (restricted to incumbent’s organization)
	Nomination Coordinator

	View Training History for an individual
	yes

	View Experience History for an individual
	?

	View Employee Master Record
	?

	Review/Approve Nomination forms
	yes

	Prioritize Trainees from submitted nomination forms
	yes

	Select Trainees from approved nominees
	yes

	Enroll students
	yes

	Run Reports relevant to the user role
	yes

	
	

	User Activities Online in IQCS
	Cadre

	Review/Approve Nomination forms
	review only

	Input Training Completion to employee files (through training administration)
	yes

	View Training History for an individual
	?

	View Experience History for an individual
	?

	View Employee Master Record
	?

	Run Reports relevant to the user role
	yes

	
	

	User Activities Online in IQCS (restricted to incumbent’s organization)
	FMO/AFMO

	View Training History for an individual
	yes

	View Experience History for an individual
	yes

	View Employee Master Record
	yes

	View Employee Incident Qualification Card screen(s)
	yes

	Review/Approve Nomination forms
	yes

	Change qualification status of an employee (administrative action)
	yes

	Run Reports relevant to the user role
	yes

	
	

	User Activities Online in IQCS
	Supervisor

	Update Personal Info
	yes

	View Training History for an individual
	yes

	View Experience History for an individual
	yes

	View Employee Master Record
	yes

	View Employee Incident Qualification Card screen(s)
	yes

	Build IRDP for a responder/employee
	yes

	Nominate employees to training through Nomination Workflow process; employee records must designate the person who has this User Role.
	Yes

	Run Reports relevant to the user role
	yes

	
	

	User Activities Online in IQCS (restricted to incumbent’s organization)
(National Office role; only one per agency.)
	Agency Rep

	View Training History for an individual
	yes

	View Experience History for an individual
	yes

	View Employee Master Record
	yes

	View Employee Incident Qualification Card screen(s)
	yes

	Set Up Course Table (new courses)
	yes

	Add to or modify existing Course Table
	yes

	Set Up Position Criteria (new positions)
	yes

	Add to or modify existing Position Criteria
	yes

	Set Up Organization Codes (add to table)
	yes

	Set Up Unit IDs (add to table)
	yes

	Set Up Job Codes (new Responder Position Codes)
	yes

	Add to or modify existing Responder Position Code table
	yes

	Set Up Location Codes
	yes

	Workforce Analysis--reporting
	yes

	Workforce Analysis--crunching
	yes

	Execute pre-constructed reports or queries
	yes

	Run Reports relevant to the user role
	yes

	Coordinate/direct change management to application
	recommend

	Blanket changes to criteria
	recommend

	Blanket changes to IQCS application 
	recommend

	Blanket 'overrides' to existing responder qualifications
	recommend

	Construct reports
	recommend

	Construct queries
	recommend

	
	

	User Activities Online in IQCS (National Office role. Only one per Working Team of NWCG.)
	NWCG Rep

	Add to or modify existing Course Table
	yes

	Add to or modify existing Position Criteria
	yes

	Set Up Event Kinds codes (add to table)
	yes

	Add to or modify existing Responder Position Code table
	yes

	Execute pre-constructed reports or queries
	yes

	Run Reports relevant to the user role
	yes

	Set Up Course Table (new courses)
	view only

	Set Up Position Criteria (new positions)
	view only

	Set Up Job Codes (new Responder Position Codes)
	view only

	Blanket changes to criteria
	recommend

	Construct reports
	recommend

	Construct queries
	recommend

	
	

	User Activities Online in IQCS (National Office role.)
	System Admin

	Coordinate/direct change management to application
	yes

	Execute pre-constructed reports or queries
	yes

	Run Reports relevant to the user role
	yes

	Blanket changes to criteria
	facilitate

	Blanket changes to IQCS application 
	facilitate

	Blanket 'overrides' to existing responder qualifications
	facilitate

	Construct reports
	recommend

	Construct queries
	recommend

	
	

	User Activities Online in IQCS (Restricted to National Office level.)
	Developer

	Upgrade software/version control
	yes

	Construct reports
	yes

	Construct queries
	yes

	Execute pre-constructed reports or queries
	yes

	Run Reports relevant to the user role
	yes

	Password control: Initial Password set
	yes

	Password control: Resetting user pw
	yes

	Blanket changes to criteria
	as directed

	Blanket changes to IQCS application 
	as directed

	Blanket 'overrides' to existing responder qualifications
	as directed

	
	

	User Activities Online in IQCS (Access pending.)
	Employee

	Update Personal Info
	self only

	View Training History for an individual
	self only

	View Experience History for an individual
	self only

	View Employee Master Record
	self only

	Fill out Nomination Form
	self only

	Build IRDP for a responder/employee
	w/ supervisor

	
	

	User Activities Online in IQCS (National Office role) (Restricted to incumbent’s organization/agency, but possibly at Region/State level.)
	IQCS Admin

	View Employee Master Record
	yes

	View Employee Incident Qualification Card screen(s)
	yes

	Coordinate/direct change management to application
	Recommend

	Set Up Job Codes (new Responder Position Codes)
	Recommend

	Workforce Analysis--reporting
	yes

	Workforce Analysis--crunching
	yes

	Execute pre-constructed reports or queries
	yes

	Run Reports relevant to the user role
	yes

	
	

	User Activities Online in IQCS (Restricted to National Office level.)
	User Support

	Create/Add Employees
	yes

	Create/Add Non-Employees (instructors, students, EFF or "Casual" responders)
	yes

	Update Personal Info
	yes

	Create/Add Incident Data to Incident Data table
	yes

	Input Incident Experience to employee files (directly)
	yes

	Input Training Completion to employee files (directly)
	yes

	Input Training Completion to employee files (through training administration)
	yes

	View Training History for an individual
	yes

	View Experience History for an individual
	yes

	View Employee Master Record
	yes

	View Employee Incident Qualification Card screen(s)
	yes

	Document Position Task Book initiation for individual
	yes

	Document "position performance" assignments (ie, Task Book evaluation records) for individual
	yes

	Document Position Task Book certification for individual
	yes

	Select Incident Qualifications for IQC
	yes

	Change qualification status of an employee (override)
	yes

	Certify Positions to print on IQC
	yes

	Set up Course Sessions
	yes

	Set up Course Schedule
	yes

	Add to or modify existing Course Table
	yes

	Add to or modify existing Position Criteria
	yes

	Set Up Event Kinds codes (add to table)
	yes

	Set Up Organization Codes (add to table)
	yes

	Set Up Unit IDs (add to table)
	yes

	Add to or modify existing Responder Position Code table)
	yes

	Set Up Location Codes
	yes

	Workforce Analysis--reporting
	yes

	Workforce Analysis--crunching
	yes

	Construct queries
	yes

	Execute pre-constructed reports or queries
	yes

	Run Reports relevant to the user role
	yes

	Password control: Resetting user passwords
	yes

	
	

	User Activities Online in IQCS (Interagency membership possible.)
	Certifying Board

	View Training History for an individual
	yes

	View Experience History for an individual
	yes

	View Employee Master Record
	yes

	View Employee Incident Qualification Card screen(s)
	yes

	
	

	User Activities Online in IQCS (Restricted to single organization.)
	Group Leader/AM

	Input Incident Experience to employee files (directly)
	yes

	View Training History for an individual
	yes

	View Experience History for an individual
	yes

	View Employee Incident Qualification Card screen(s)
	yes

	Document "position performance" assignments (ie, Task Book evaluation records) for individual
	yes

	
	


Job Data Component Action/Reasons
When inserting a new row of information for a responder on the job data page the account manager is requested to define the action being taken and the reason for that action. You'll enter changes to employee data resulting from such activities as transfers, terminations, and other job data updates. 

Each action affects the account status. Status can be; Active, Leave of Absence, Suspended, or Terminated. 
When the Employee Status is Active or Leave of Absence action can be taken on the record. 
When the Employee Status is Terminated or Layoff  no action can be taken on the record. The employee would have to be Rehired or Recalled from Layoff in order to take action.

The INAC org code is a place to put accounts that are no longer active in your agency or organization where other account managers can have access to pick up this account. 
Transferring an employee’s account to INAC does not change the status of the employee in the system. Remember, if an employee is in an Active Status in INAC. Anyone with access can take action on that account. 

	Action
	Action Description
	Reason
	Reason Description
	Account Status

	ADD
	Add Non-Employee
	CNT
	Contractor
	Active

	ADD
	Add Non-Employee
	STU
	Student
	Active

	ADD
	Add Non-Employee
	INS
	Instructor
	Active

	DTA
	Data Change
	STC
	Status Change
	Active

	DTA
	Data Change
	DCR
	Data Change
	Active

	DTA
	Data Change
	COR
	Correction of Data
	Active

	HIR
	Hire
	IQC
	IQCS Account
	Active

	LOA
	Leave of absence
	LQL
	Leave from Quals, Unavailable
	Leave of Absence

	LOF
	Layoff
	SEA
	Seasonal Layoff
	Suspended

	REC
	Recall
	REC
	Recall from Layoff
	Active

	REH
	Rehire
	REH
	Rehire
	Active

	RFA
	Return from Temp Assignment
	RFA
	Return from Temp Assignment
	Active

	RFL
	Retrun from leave
	RFL
	Return From Leave
	Active

	RNW
	Renewal
	SEA
	Seasonal Activity
	Active

	TAS
	Temp Assignment
	TAS
	Temporary Assignment
	Active

	TER
	Terminated
	TER
	Terminated
	Terminated

	TER
	Terminated
	DEA
	Death
	Terminated

	XFR
	Transfer
	XFR
	Interagency Transfer
	Active

	XFR
	Transfer
	TRA
	Transfer within Agency
	Active
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